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Introduction

Data processing systems commonly gather a range of information on their users, be it a person, piece 
of equipment, or piece of software connected to them, and make decisions based on the gathered 
information. Such identity-based decisions can concern access to applications or other resources.

To address the need to efficiently and effectively implement systems that make identity-based decisions, 
the ISO/IEC 24760 series specifies a framework for the issuance, administration, and use of data that 
serves to characterize individuals, organizations or information technology components which operate 
on behalf of individuals or organizations.

For many organizations the proper management of identity information is crucial to maintain security 
of the organizational processes. For individuals, correct identity management is important to protect 
privacy.

The ISO/IEC  24760 series specifies fundamental concepts and operational structures of identity 
management with the purpose to realize information system management so that information systems 
can meet business, contractual, regulatory and legal obligations.

The goal of this document is to specify the terminology and concepts for identity management, in order 
to promote a common understanding in the field of identity management.
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IT Security and Privacy — A framework for identity 
management —

Part 1: 
Terminology and concepts

1	 Scope

This document defines terms for identity management, and specifies core concepts of identity and 
identity management and their relationships.

It is applicable to any information system that processes identity information.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC  24760-2:2015, Information technology  — Security techniques  — A framework for identity 
management — Part 2: Reference architecture and requirements

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https:​//www​.iso​.org/obp

—	 IEC Electropedia: available at http:​//www​.electropedia​.org/

3.1	 General terms

3.1.1
entity
item relevant for the purpose of operation of a domain (3.2.3) that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.

EXAMPLE	 A person, an organization, a device, a group of such items, a human subscriber to a telecom 
service, a SIM card, a passport, a network interface card, a software application, a service or a website.

3.1.2
identity
partial identity
set of attributes (3.1.3) related to an entity (3.1.1)

Note 1 to entry: An entity can have more than one identity.

Note 2 to entry: Several entities can have the same identity.

Note  3  to entry:  ITU-T  X1252[13] specifies the distinguishing use of an identity. In this document, the term 
identifier implies this aspect.
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